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Homomorphic encryption:

current status and future perspectives

&84 (Merfstn 2B
FIEH LS HEE

August 27, 2021

Secure Computation

OH

- =23, MAC, CIXE MY, .. >~

« OIO|E Z20|HA|, 24, 2T

. S et —
. Z=obdel 7|54 HE
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Need for Advanced Cryptography

. 7|Z=o ®aut
—_—l Lo d
- Oio|E Y3}, BT}, &=, ...
o O|O|E Z=2}O|H A2} & & 2F ALO] 2| trade-off
- EANoE HE 24E 07| =§0|H &&8d(7|sd) X5t

« MHIZE 27| S = 7HAZEE MSsoF &

- T4 7|2h0] BIOIE 2, 242 QIA L AR 2 Uk 7Iz0| Bad

. CfolE 2 M
* Health Insurance Portability and Accountability Act (HIPAA)
¢ General Data Protection Regulation (GDPR)

- HOo|H 38
Primitives

« &M J|HI OIS _ _
;AOH l: :f Thm (Informal): Anything that can be done with

- B ts gz trusted authority can also be done without!

« Ot MESr

. St Ot

+ AL Z2}O|H{ A (Differential privacy)

» YX|4| B (Zero-knowledge proof)

o CHXLZE A AF (Multi-party computation)

+ SYUS (Homomorphic encryption)
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Use Cases of HE

n
]

LA . /
= A
Homomorphic l
encryption-based ”
data processing platform -

Third-party cloud
service provider Data owner

HO[E OFRad
(CHRASEE MH[2)

Use Cases of HE

AntiMoney
Laundering,
Credit Risk Rating

Enterprise

Resource

Planning &
Supply Chain

HE Leading
Use Cases
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3
Party M

Autonomous
Secure Sensing
& Control
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Main Challenges
+ & (Performance)
« YHtH (Generality)

« AHE A (Usability)

History of Homomorphic Encryption

bas

*+ 2009 (Gentry): | X°| 38U

- MM
* 2011: PoC 73 (30 / gate)
. 2012: BGV/BFV A Zl
* 2013: IBM’s HEIib (4= / 30K gates)
« 2014-2016: ¥ 125 /76 x| X5}
+ 2016: TFHE A& Z
* 2017: CKKS 22
« 2019: HW 1 £ 3}

Y
* Can be very efficient for lower-depth circuits

038 The 11" National Statistics Development Forum
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State of the art of HE schemes

*No clear winner — M| 2 Ct2 ZEHEH S 7HE 37l 9] A2
=t

« BGV, BFV - 534 £|0f A2

. TFHE—?HEE” H|E AL X3

B (& 2)2 =l modulo &4t (similar performance with CKKS)
2k

13ms per gate)

+ CKKS— M= 0| A o] HIE{ 3=l AL A (819242 HIE{ Q| &= 4dl: 10~50ms, At 176 ps)

Demol: Secure Weather

very fast (20 ms ~ 0.5 s)
fast (1~ 10s)

acceptable (1s ~ 10 mins)
doable (10 mins ~ hours)

somewhat slow (hours ~ days)

Secure Weather

Please tell us your location or zipcode so
We can provide you with an accurate
wealher forecast.
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o HIE(#Z) AL (in a SIMD manner)
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Background Knowledge

* Distributed computing is already complex enough

* “advanced crypto” adds secrecy considerations
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g
encoder.encode(3.14159265, scale, plain_coeff3);
e source code
encoder.encode(1.0, scale, plain_coeffe);
is_degree = 8192; Plaintext x_plain;
(poly_modulus_degree); print_line(__LINE_);
lodulus: : Create(poly_modulus_degree, { 60, 49, 49, 62 })); cout << Ei put vectors.” << endl;

., X plain);

Ciphertext x1_e
encryptor. encrypt(x_plain, x1_encrypted);

p
To compute x*3 we first cospute x*2 and relinearize. However, the scale has
now grown to 2°80.
~/
Ciphertext x3_encrypted;
print_line(_LINE_);
cout << "Compute x*2 and relinearize:* <¢ endl;
pred);
ted, relin_keys);
" < 1log2(x3_encrypted.scale()) << " bits® << endl;

s switch, the scale is reduced down by
a factor equal to the prime itched away (40-bit prime). Hence, the
new scale should be close to 2°40. Note, however, that the scale is not equal
o 240: this is because the 40-bit prime is only close to 2%40.

&

print_line(_LINE_);

ted);
" << 10g2(x3_encrypted.scale()) << " bits" << endl;

atic_castccoubles(slot_count) - 1);
1)

+100 lines to compute a cubic polynomial

cout << "Evaluating polynomial PI%x'3 + 8.4x + 1 ... << endl;

H11e| Z7tSAEHEE
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Conclusion

User-friendly APl and compilers

CHET Compiler Automation and optimizations
CHET Runtime FHE-optimized tensor kernels
FHE program EVA Vectorized operation
FHE library (SEAL) FHE library (SEAL)

CPU

Previous Current

042
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KDI School of Public Policy and Management KDl SCHOOL
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KDI School of Public Policy and Management KDl SCHOOL

28 20 (SAE, B AT SY)

2011 2012 2013 2014 2015 2016 52017 w2018 e——?010 e—?070 —071

50,000

45,000

40,000

35,000

30,000

25,000

20,000

15,000

10,000
18 28 38 28 = 62 78 83 98 108 118 128

KDI School of Public Policy and Management KDl SCHOOL

4 2
[ Hl
10 1IE

= Bl EgAEMHE
2002 492,111 1.178
2003 490,543 1191
2004 472,761 1.164
2005 435,031 1.085
2006 448,153 1.132
2007 493,189 1.259
2008 465,892 1.192
2009 444,849 1.149
2010 470,171 1.226
2011 471,265 1.244
2012 484,550 1.297
2013 436,455 1.187
2014 435,435 1.205
2015 438,420 1239
2016 406,243 1172
2017 357,771 1.052
2018 326,822 0.977
2019 302,676 0918
2020(p) 276,000 0.84
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oISt TS A2 EA /715X FAF KIS g 9 MEA-EAE] EXjo4 A ES S
B A& 18 XY, 7| 2HF H S CHEASEEHA 28, XA E] SEES ®= | § Z7(ktn AL E 1A x|

= 15+ 7|2 A=l 2006~2010
m 2K} 7| 2 4= 2011~2015
m 3K} 7| 2 A 2l 2016~2020
w T {CHY M2t 2017, X 223} 2018

m 45 7| 2 A 2 2021~2025
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KDI School of Public Policy and Management KDl SCHOOL
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v Input Process Evaluation
¥ Output Output Assessment
¥ Outcome  Impact Assessment
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