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2dst HADP 48)S A4S wW UEhve diolE by &8 s A
2150 e WA ujiolt), B =R X% Global Privacyol 23S 23 DP Z &9
met = Alo]o] &3 div] HlolE f&Ado] Yol HAHEES Bt AFES 4
et otge] HAATEL o FHXd Fitste] AHE AFECITE TUS e el A
Holg #8A4S =9 & e g3 o] RS Ay u gt

Li 5(2014)2 129 = AL A vt A &x= 7] DP 18+ G4
&4el= WH O ® marginal =¥ 53 Gaussian Copula $HF
el

=
e =
ﬂz‘%ﬁil‘%ﬂ e DP7} A2 s AT & AEZHS &3 AdA=E AYAds
e

Liu(2022) #lo] x|t Edlof| 7]gtste] A= U LX}EC’H &= i dol
EH7F =5 DP /IdS 83 Modips & A ok

Zhang & (2017)2 ©lolEjAle] AA EEE 4
rekstA o] gate] 1xkY HlolHE EHAH R AP stA Eetal, oY
£Ao]l x3E Ay B 49 Feol F7l5+= Bayesian Networkes
PrivBayes &i8]&S A|otalgtt. o] W glolgAle] 7zt bS5y WSS 7
gl BAELS o] &3t9 Bayesian NetworkE A sla, DPE #=£35t:= A=
A R ol
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il
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Jordon (2019)> 74 dely ¢S dAA Agste] 9A4% DPE EAgst=
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243 PATE-GAN 435S Al¢tslsidh

Dong 5(2022) &4 7Hd #AA FoA FoaFolA HAie A2F L7E
trade—off function®o.2 4YElIW O ZH DPE 4-83F= GDP(Gaussian Differential
Privacy) W& AlFat st

2 =Rl e 9 dgAFeA AAE oy WHEE S A M HA 7Nk
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3. Differential Privacy

20061 Cynthia Dworke] %33 DP+= M =22 /ldel AW BHs Wy Eolt} DP=
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DPE ZotolHAl A w=ES Fatds A& HelHe AR 5485 2tes
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o= Trade-off ¥A7}F EAst7] wjioltt. DP= 54 7HQle] &4 F5%7F & +
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DP 7/1d 5 A9 W17+%(Global Sensitivity)e] 71d<S Aty ulofzlt), o] 7pde 4
MAE F7F == AAGS o A7)e Wekde] Hdgks geioh, = diolge A4
7V BRESAY ol A7 2 A UpEE AAS 7] AfHAY AYAA 2 gheol AA
He w4z g4 dA"n, 2L A9 vAsE FS5S A4 vEeExn 49 A=
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e DPolA nHAd st dagF Ko x4l wiAYSS g&Fgds iAY S o
of WS #EHE MAYUEFLS Laplace(p,d) EEE &35t 499 F()s F71
e My oe® =F AL 4 (33)1% 2o

X=p—0b sgn(U) In(1—2[01) (3.3)

21 (33)olA x= Fe, p=0(EHEeks 5 7R, Ue (—1/2< U< 1/2) Ae] #Y
Yo o] ks Abgste] e A, sgnS YUY Fro] Folw 1, Solw -1 WL
b= Af/eoltt. o] wl HY WHAE(AfHE BAFES ALsE 5 ol diske]
Af=maxlf (D) —f(D,)|%= Aoldtt wrek f(D)7F Folxl vlolgue]2 DolA ALke
FToletH Af= Foxl vlolEuo] 2ol A dlolE o] Hulghd HAghe] Apolvt Hrh

o & W ¥ dolErF 1591 Ftol FSS atslste] v &4 e Atstazt
g w, u=0, U=03, Af=1, =02 o] FIRAE W FS(x0) 1.9897°]t}. whebA
AE dolgo] #SS tste] wrE v AW ol e 348970 & & 4 th
9] AolEs Ay FAR Aosty] wiEol wj$- e Hro
. ARk o]HA Z3 DPE @A H oz FEHo| Bits
A g ? 7] Wil Vs 2w $48ks (.6 DPE AIQEsESI T
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4. Gaussian Differential Privacy
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At =(e,0)3kol A FAate]l 71 A YEhYE WHo R g §84S 7Y
=

=

[e)

o] 2 o 3 o] X]—;Go]q— GDPE oj" 287} FoldL w, o1
5 [e3]

A 7HE ] AR A ?']Tﬂ”(TOV] 7\} Oﬂ 7H°J°] 23 HAh A H7H (5ol
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27F 7P A AL A2F 77 AA 7] wEel JHQl AR KIS gaEo] el
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AfE fla)9 “‘%Eﬁ‘rﬂ stal, gk @kel WsE Qls mhH= f(o) o] Hd WEE

2

2
o

polal {4

dB L =@ =16 @D

~

d& 5°l, 4U@2°A flz)E 574 MFE 7H S| 2Ead, f()E A W59

#xgroletn & W o9 29 Hol2 B AR FAAAL AdH Fen A 9
qe 1o] Ha, 29 o' g sk A2 U g /ita S| AU Vit fh
4.2)

Al A = 13Ale] HRE vR e DP7F 488 Ma)E AXtetE Zelth. DP7}

8 fo)E Ma)=flo)+et 2ol BAH 1, e~ o)A o2 = 2ot aia) 2

FEaM FAEFE AdAY ArE Adsted 28T v B9, p GDPOIA



GO|E R8440| 7§AEl Differential Privacy HHHE0] CHSH Al 24 A1 7

) Add Noise ) Parameter estimation

Final
Parameter

Global Sensitivity Gaussian Noise

4=

Sup= If(x) = F(x")]2 M(x) = f(x) +e, eHl0,2)

8

o —————

<29 4.1> GDP €38 F
5. Bayesian model Differential Privacy Data Synthesis

Liu(2022)= o] #|qk Aol A wolxet F& SAFN} ZA BE 52 o] &5}
DPE T3A7I&= AdAsE A= 7IM<0 Model-based Differentially Private
Synthesis(©] 3}, Modips)E A5t & Ao A= ModipsE ©¢|-&3te] AMAAEE
stz el etEets AYSES 5”%0}‘31 Laplace (0,Ae ") ZHH =HZQ S5

BS WAEoZMN ~DPE T3 AIAAEE WA

Wol At BASHE wAd B Y A¥A uE wdste] B4 Y o3se
rske] @ Rofolty. iy At wlojAet EAste] 2 ol e R4E nEne
#Ao] 2t Folth 1 SATS EaE IAE o ayshe v, wo] x|k
AT BeE BES V= GEEsEAN a8

_f0.2) _ flz10)f(9)

AZIM, f(0 1 )= AAFEE, fO)= AHHARE, f@]0)= FEFTE

Aol AFEEE FEsto], AFHA Fe A2 AR oH U FELEE e
2ol 8- g Stk o= AFAdSFEEY =2v, B =M AR WS 9

fla* | z)= faf(x* 1 0)f(0 | z)do (5.2)
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DPE A&3 AAxs G dxke= wolx|et el A st s Yt
3GAE o] FolA Utk 1dAl= Foxl tloly gol tigh wolx|et RES A5t
AR AAEMD} A8 MmN Abd FE FEFO)E olE&std mole] AE
g8 FEf(O | z)E At

2a+Al = o9 3l (sanitization) ©AE Direct sanitization, SBS, sanitization of
Approximate Distribution 37F#] ¢J 3} ®Ho] gl

A A, Direct sanitization 7|H-& DP HlZAUES 53] Ad& Jusisis wiow
wlol Ak daelF  f(0 1 z)ocf(z | 0)f(0)l o 5} ojyst  An e
FOlz)=F01z)+eolil, I7]A e~ Laplace(0,A¢ )& &Zet~ FeS F71ste] 9
HstE g
sHSBS) 72 o] At TREAEF s& ol &
s) & XH?“*OH’% sE st
3}

o] =R AE HolXt FETAF sE ol&ste] AT gE BE(f0 1 x)E
fo1 )= ATt s& dHstete= wolAt FEAE FF 27 S (Sanitization
through Bayesian Sufficiency, SBS) 7| & o]&3tt}h o= f(01z)7F H]S 23 3
o] 2} =, Direct sanitization 7| E38] f(0 1

proper density function®] HAY 12 HEFH X &S
Lol A= 7RS-AIQE X E ol &ste] AMSRFEEREE 7H

sl Hlol ] o] ARgAZF AR BT A2 g2 A mIHe] DP oA

W5 o] gk olgdte] fle V)M 7B AT HEAOZ mle AAAR
glol g Aol AT},

£ Bayesian Model B Sanitization(2E3}) Y Differentially Private Synthetic Datasets

(xq, = X))

Posterior
Distribution [ mhd
flelx) el
Prior
Distribution
£(8)

<Z¥ 5.1> Modips &8 &
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6. HIojE| R88 45 87t

6.1 raw data A7

oM 71 .6 DP tlH] GDP9} Modips?] dlol8 84 A% HA7Is <9ls)
059 AR A A28 (Data Analysis Retrieval and Transfer System, DART)2]
A AFAHEE oLt o] HeolH= AFH so] A= TAAFE FTH

i
AEUS T8 23 & 3, 7198 gdd AFARE bgfo] 7bed e AR

20219 APF R IA R AR E, £
A Ao FEFs v oAU EF

tlol¥ 27|, 253k, S9d, B8 7 & dste] 2 WM (3l

Loss), AF&Fo=2 <

Activities))oll w3l 1
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<E 61> AJEFE 4 dolH

Skt ¥ 4 - FH(KSIC) raw data Modified data
A 1,891 1,476
C. Az 1,454 1,135
G =) 2 &g 161 123
I AREAYA 276 218

* KSIC: Korean Standard Industrial Classification

(g 24 5559 dATA

=

Az

~

2 o=idlA dole f&A4 HES s MAe WHES 7IE 6 DP9 GDP,
Modipselt}. e,6 DP9t GDP+= 92t5 FA &l F50H-AhS d#siA DP7F 484
FATS A= 9hE) ModipsyE 9A48 E¥X 2 o] gste] FAHES wsu, 1 F
A F(@EG2)S 49T F AEE FAFS o] &dte AAARE A=
Wiolth, #A IR EGL Q= DP dag]E ofd o] £ Add o gly] wid
GDP9 Modips & ¥ig]&<S b= Hlastrz]e] FE]7b vk webA] 2249 Wae
71 6,6 DP WH A HuE F&f doly &40 EAUF A=A HEE st st

<E62>v EoAdel &8 2709 4 ¥ dig AA Aol FF1

o] FES dYstes wAoR dHeoly #8484 FEE MAE

¢,0DPS} GDP =+
RMSE, MAPEE 8
3 Aol s A%, 95%

a
[€)
Az et HuEE olfFE 6,8 DPE XS AdAE = Global Sensitivity W 714 7]
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5o AEAAw AA Ao dE ATdwo EAs ARy wFEo|h el
Modips® €] ¥W3lo] wE FA o] Wsls Ayl

Bl thAr
b o Fe 9 PAGAD dolg f84 FE
EIEEETIEEEE

6,6 DP .
MAE, RMSE, MAPE

0
(L GDP: § + A& — A, B
0

2 A= Modips Modips :

GDP9] Holg f&Adl tdt #FS 9814 Original data A% ¥ 5 DP<
8 = sharab ghth, o] Aol AL o] Wl mE
ey #F84 Aeel tg Hri= 2 WHd diole F84 WSk 0 DPS GDP9
ds vla, "oy 27| R

e2 {0.01,0.05,0.1,0.5,1,3} 670 WFo] uwel WwgHF =4 =L A=
§=10"% LA(GDP= p#t AA, p= e sgh o2 AE 7Hs), §HE3l= 10,000

), Wk Ho g
Hyper-parameters AA3gtt) 3k F+ #HES HuE 3 dHoly F84 A5 S22

MAE(Mean Absolute Error), RMSE(Root Mean Squared Error), MAPE(Mean

Absolute Percentage Error)E A}-&3}th.

Y —

X 100% (6.1)

E A dlolE el
riginal data$} =}
|44 "ojxl= a5 K<l vkd

=T AR KBS g3

<E 63>F @r|eold, <E 64> AR For 93 IAF
6,6 DP9 p GDP& A& A= F 3y =

ol7} AA YEhY AR HIT i
e Fol 71242 Original data$t frAMel#] o o] E]

"ol e B ¥ & Yk

o

e, DPS} p GDPY A5e ¢ A7|9 A#glel u GDP7} 5 DPRTF MAE,
RMSE, MAPE %7} S57F 55 ¢ 4 Atk o= p GDP WHosE AW HE 7|
=5 AE49S W voly {84 FWdA o fF&3 Z2HYdE Holw Aol 53
e ol 01¢latd A 1 Aol= o AAIL om, e gto] 055 AAWEA Aol =
A FolE9°] Original data®} W53 #e BYS & 5 3o
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<} 6.3> @79 _¢4d DP, p GDP
(Sl @ BHOHR %)
€=0.01 €=0.05 €=0.1 €=0.5 e=1 €=3
Original Mean 4,356.9

€,0 DP Mean 4,460.5 4,307.8 4,356.8 4,356.1 4,359.6 4,356.6
MAE 20,387.6 4,178.6 2,0414 417.0 208.1 69.2
RMSE 25,553.6 5,253.8 2,562.7 521.7 261.1 86.6
MAPE(%) 4679 959 46.9 9.6 48 1.6
1 GDP Mean 4,437.0 4,355.2 4,376.8 4,352.7 4,354.4 4,355.7
MAE 10,654.8 2,484.8 1,3149 306.2 160.4 60.0
RMSE 13,348.5 3,114.3 1,6479 384.3 201.4 75.5
MAPE(%) 244.6 57.0 30.2 7.0 3.7 1.4

% €=0.01(14=0.00404732), €=0.05(£+=0.0170583), €=0.1(1£=0.03212011), €=0.5(1+=0.139521), €=1(14=0.2653662), €=3(/4=0.7056499)

<HE 64> AFEFoE A% AF 55 HF_e0 DP, p GDP

(Sl @ BHOHRL %)
€=0.01 €=0.05 e=0.1 €=0.5 e=1 €=3
Original Mean 4,051.7
€,0 DP Mean 4,135.2 4,044.3 4,031.6 4,046.4 4,051.1 4,051.0
MAE 21,760.1 4,262.3 2,161.4 435.2 216.2 72.4
RMSE 27,389.1 5,360.0 2,699.4 545.1 271.0 90.6
MAPE(%) 537.1 105.2 533 10.7 53 1.8
© GDP Mean 4,094.3 4,055.1 4,042.5 4,045.0 4,048.0 4,050.8
MAE 11,111.8 2,622.4 1,390.6 3235 167.0 63.1
RMSE 13,915.5 3,291.3 1,744.1 405.7 209.9 79.4
MAPE(%) 274.2 64.7 343 3.0 41 L6

% €=001(/1=0.00404732), €=0.05(14=0.0170583), €=0.1(14=0.03212011), €=0.5(11=0.139521), €=1(1=0.2653662), €=3(}4=0.7056499)

o\
MAE :
RMSE
MAPE(%) \

<2 6.1> ¢6 DP, u GDP9 dHolH #8&4 4% vl

37]4:0]¢]

=

AEgsoz 23 JFsE

=]
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dlely 7)o w&
DPE #g3t9th <%

=y

-

=13
=

pS|

=
o=

gz

Wy 7o dlely 84

6.5>04 AFEFE dHoly =27

des vashr] fJEiA AbdERE
= C(1,13570) > J(2187K) >

G(1237}) <=2 & Original data t®] 6 DP %8 A3} 4 GDP A8 A3 MAPEZ

Hlu ik 2 23 DP 48 Wl #Agle] dHolg st
oF 4= 9t} W .5 DPSF p GDPE H|wdtd, 4 GDPS dlolg §-84¢] ¢
oth o] Ayt A dolE HA Axel o] (5 DPS p GDP Alo]9] Apol& .
g wle 2 AfolE Holth o] AAW 1 Aol HAF FolEa

o]

5% dole F84° ¥48
Fe2 45
ol

AR .

<¥ 65> o8 A7 (AYEF)E .6 DP, u GDPS] MAPE H] i

(©9l : Bor)

710l AFdsor Q3 AT ER

C G J C G J
¢.6DP | uGDP| ¢,6DP | uGDP| ¢,6DP | uGDP| ¢,6DP | uGDP | ¢,6DP | uGDP| ¢,6DP| 1.GDP
€=0.01 604.5 | 306.5 |6,647.0 [3,394.4 |2,805.2 |1,440.3 | 7132 | 372.1 |7,014.5 |3,592.6 |2,818.0 1,440.7
€=0.05 121.6 719 | 1,307.8 | 800.1 | 565.0 | 342.6 142 873 |14142 | 8552 | 5633 340.6
e=0.1 60.4 39.1 | 649.7 | 4264 | 2804 | 1799 725 46.0 | 7029 | 4498 | 285.8 182.1
€=0.5 122 9.0 | 1315 96.6 573 412 14.4 10.7 | 1393 | 106.6 56.9 42.1
e=1 6.0 4.6 65.7 50.9 282 22.1 7.1 55 70.4 54.7 28.4 21.7
€=3 20 1.8 21.9 189 9.5 82 2.4 2.1 234 20.8 9.5 82

3% €=0.01(££=0.00404732), €=0.05(1£=0.0170583), €=0.1(£4=0.03212011), €=0.5(44=0.139521), €=1(1£=0.2653662), €=3(1+1=0.7056499)
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A Case Study on Differential Privacy Methods with
Improved Data Usability

Seong Ryul Park3) Yeong Ju Oh4)

Abstract

Abstract Differential Privacy is a de-identification technology that adds noise to data. The
technology can control the level of privacy to the level of hyper-parameter €, and adds noise
using € and global sensitivity. The amount of noise added determines the level of data
privacy, and a lot of noise strengthens the privacy of the data, but the usefulness of the data
decreases. The reason is that privacy and usefulness are in a trade-off relationship. In this
paper, we would like to evaluate the data usability performance of Gaussian Differential
Privacy, which increases usefulness at the same privacy level, and Modips, based on
Bayesian models that generate reproduction data. We introduce the existing Differential
Privacy, Gaussian Differential Privacy, and Bayesian model-based Differential Privacy
algorithms, calculating the statistics applied by the two methods using actual data, the data
usefulness performance is analyzed using a usefulness evaluation measure.

Key words : data de-identification, Gaussian, Baysian model, data usefulness
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